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e GitHub (Cloud & Enterprise)
e Gitlab (Cloud & Self-hosted)

e Bitbucket (Cloud & Server)




GitHub (Cloud & Enterprise)

GitHub Cloud (github.com) (10n~xa vi))

e o Token: Personal Access Token (Classic) (on nxomi: Xomij a'win X! j77X0Y)
e W72' nDFN: 1'N| 72j71 AXNN TN DT 7097 token annmin

https://github.com/settings/tokens/new?description=roost-
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Y10 1N 7277 AXN AR 7'XM0 nnn XI7Vi712 XN nw/'71'0)
1. vai 7m1in GitHub « natin nonn'o « Personal access tokens (vaar 7na7yn 1onx2,

NATN NSNN'D, XO'NII' 1'Win)
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= O Settings Developer Settings

92 GitHub Apps Personal access tokens (classic)
2 OAuth Apps

Generate new token +

o) Tokens you have generated that can be used to access the
£ Personal access tokens
Fine-grained tokens

Tokens (classic)

2. '7n¥1 V7 "Generate new token" « "Generate new token (classic)" (7nx1 v7 ix'n xomnjj
niw)

3. Ml NN NOAN 12NN XN N-SCopes mMTv'h (naTu NN NONN 12N NIYXIN 1TWIN)
4. nyni7i 8N n-token waixa n'T (AVn7i XN AXOMI| R'T XN 1XI0)
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GitHub Enterprise Server (xonxa van xa11)

e 012 Token: Personal Access Token (o nx0'nij: XO'lI| 2win XYY

e W72 no7n: Tnn 7-GitHub Cloud X7 anidy nxai w7o0 (w72 iynin: XIN0O ¥72'0 D11 22'0NX2A V1|
N17 awIn nXNI1Y)

e Base URL: nam1 ¥n >nian n-URL w7 nwan axaar w7on (710nn:
https://github.yourcompany.com ) (2nian 10'0: NAT XN JNIAN QYN ¥7 nNa1in)

MYNIN ITWWIN: (Wwnn nnwXIn nTUYIN)

e repo - XWin N7NN 7NN (7Rn/onan 7717, issues, PRS) (awin n7xn 7nxa1 nj717)
e admin:repo_hook - 1017 webhooks w7 nnnan (22717 1120170)

notification - W 7nNININ (1w 701TVIN INNIXIN)

e user - YT2I| 27 NI NnnwNnv (V121 ©10' NAYNNyY)
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Gitlab (Cloud & Self-hosted)

GitLab Cloud (gitlab.com) (10752 v3))

e oIa Token: Personal Access Token NI Project Access Token (o nxomij: Xomij 1ein X' Xi
NO'mij 1w 791170)

e W72 NOFN: 1'N| 72571 2dONIAN 11 'wNIN 17097 access Token https://gitlab.com/-

Juser settings/personal access tokens?page=1&state=active&sort=expires asc xi 7vj7ia

XNO NY72'0 nax'n (w720 'xN10: 1N 7277 2j7'w10 7'¥0 nn X17Y712 XN Nw71'0)
1. ya 7maTin Gitlab « xomiy ywn (Va2 70a7in 20752, X0'MIY 1)

(™) D + &% User Settings | Access tokens

Q_ Search or go to. o
Search settings

Personal access tokens

You can generate a personal access token for each application you use that needs access to the GitLab APL. You can also use personal access tokens to authenticate against Git over HTTP.
They are the only accepted password when you have Two-Factor Authentication (2FA) enabled.

o 40 =1

User settings

@ Profile
8% Account Token name
B Billing [[ roost-token H

82 Applications Description (optional)

& Integration accounts

@ Access tokens

B Emails
& Password Expiration date
O Notifications 2025-10-08 Ll

An administrator has set the maximum expiration date to 2026-09-08. Learn more.
£ SSHKeys

Select scopes
£ GPGkeys Scopes set the permission levels granted to the token. Learn more.
3 Preferences read_user

Grants read-only access to your profile through the /user APl endpoint, which includes username, public email, and full name. Also grants access to read-only AP| endpoints under

[© Comment templates fusers.

read_repository

Active sessions . - o s . " .
& @ sessio Grants read-only access 1o repositories on private projects using Git-over-HTTP or the Repository Files API

2. 0TI w0 AR0MI| INXYT N9IAN (N7 w0 7X0'1) IAN' NIX '913)
3. 2N XN N-scopes mxTwn (2N XN ANIYXNIN NTIYIN)
4. '7nx1 V7 "Create personal access token" (7nyi1 v7 'xn xomij awn xw)

GitLab Self-hosted (1'07x2 axn yxnY)

e o Token: Personal Access Token (on nxomi: xomij awin X))
e Base URL: nam1 xn >nian n-URL w7 nisy n-GitLab w7>n (onian 20'o: a1 XN DNian awn
w7 20751 ¥'750)

NMYNIN ITIWWIN: (NN AMEXIN nTIYIN)

e api -wn N7xn 7-APl (xwn n7xn 7nnvi7 nndoiin)

e read_repository - j7'XN NID| AR ([71'X0 NAXAT D717T)
e write_repository - dN'an NId| 7naxa (ON2an 7axa1 N717)
e read_user - 7V'RN N'TY nwnnv (j71'XN 910 N1AYNAY)
e read_api - 7NN Ty APl (j7'ANn 0TV nny7 nndain)
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Bitbucket (Cloud & Server)

Bitbucket Cloud (bitbucket.org) (2'0ax70 V1))

e oIa Token: App Password xI Repository Access Token (012 nxX0'mij: 0’0NN X97'j7X'n X1 XO'NI|
1w 71X11)

e WY1 1D nWNNWI A7'WIN TN DT 7097 App Password 'wnin

https://bitbucket.org/account/settings/app-passwords/new x1 vi7al XN nw'72'0 naN'n (w71’
NN APNAYI 7' 7'¥0 nnNa X Y720 XD nw'72'0)

1. yan 7ma1n Bitbucket « oronNin X97'7x¥'0 (V271 7027110 2'02X70, D'ONXNIN XO7'7X'1)

General
Account settings
Email aliases
Notifications
Access Management
App authorizations
) App passwords
Security
GPG keys

SSH keys

[B oivyesh Maheshwari

i | Bitbucket Your work  Pullrequests  Repositories  Projects People More v

Create app password

Details

Label l

Permissions

Account [ Email
O Read
O write

Workspace Read
membership — Write
Projects [ Read
O write
O Admin
Repositories [ Read
O write

Issues

Wikis

Snippets

Webhooks

Pipelines

J Read
O write

[ Read and write

) Read
O write
[ Read and write
J Read

O write
O Edit variables

Q Search

P

O Admin

L Runners (]
O Delete Read

O write

Two-step verification
Audit log Pull requests (] Read
O Write

Features

Labs Cancel

2. X2 NN AN MYKRIN (Y o 7X0'M1I) 12071 NIYXIN)
3. 7nxI V7 'xnn (7nx1 Y7 2oni1 n'xnn)

Bitbucket Server/Data Center (2'0ax70 wan/n1or anirn)

e oia Token: Personal Access Token (on nxo'mi: xomij yvin X))
e Base URL: nam1 ¥n >nian n-URL w7 wan n-Bitbucket w70 (onian 2o0'o: na1a ¥n onian
YN Y7 2'02X70)

AMYNIN ATWIN: (NN nNIwXIN NTUYIN)

e Account (Read) - n'Ty nwal| (j7'Xn 910’ NnN1ij)

e Repositories (Read & Write) - Wi '7nN8'D (j7'N¥N 1DN'20 210X Dj71T)

e Webhooks (Read & Write) - 1'nI'7 webhooks (j77'¥n 1Dnan v7 112n1j70)

e Pull Requests (Read & Write) - 1'n1'7 pull requests (1717 2j7win nwon)

e Projects (Read & Write) - xwin 7n'Ty O1170'0 (77N 12N'20 21TV N9I70'0)


https://bitbucket.org/account/settings/app-passwords/new
https://docs.roost.ai/he/uploads/images/gallery/2025-09/bgr16ncuAv2I0MiA-screenshot-2025-09-08-at-9-34-14-am.png

