Gitlab (Cloud & Self-hosted)

GitLab Cloud (gitlab.com)

e Token Type: Personal Access Token or Project Access Token

e Generation Steps:

You can visit this url directly and generate access Token

https://gitlab.com/-

Juser settings/personal access tokens?page=1&state=active&sort=expires asc

OR

Follow this steps

1. Go to GitLab Settings —» Access Tokens
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Personal access tokens

You can generate a personal access token for each application you use that needs access to the GitLab APL. You can also use personal access tokens to authenticate against Git over HTTP.
They are the only accepted password when you have Two-Factor Authentication (2FA) enabled.

Token name

[[ roost-token H

Description (optional)

Expiration date
2025-10-08 [<¥=]
An administrator has set the maximum expiration date to 2026-09-08. Learn more.

Select scopes
Scopes set the permission levels granted to the token. Learn more.
read_user

Grants read-only access to your profile through the juser APl endpoint, which includes username, public email, and full name. Also grants access to read-only API endpoints under
fusers.

read_repository
Grants read-only access to repositories on private projects using Git-over-HTTP or the Repository Files API

2. Enter token name and expiration date
3. Select required scopes

4. Click "Create token"

GitLab Self-hosted

e Token Type: Personal Access Token
e Base URL: Configure your GitLab instance URL

Required Permissions:

e api - Complete API access

e read_repository - Read repository content
e write_repository - Write repository content
e read user - Read user information

e read_api - Read api information
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